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ABSTRACT. Cloud Computing is an on-demand model that provides and allows various digital resources
to be accessed over the internet. With its rise to prominence, cloud computing has allowed the digital
world to become more convenient, flexible, and cost effective, thus making it a tempting alternative in
comparison to deploying and maintaining the servers required to meet the same needs. An abundant
amount of data is constantly being processed, stored, and managed through the cloud and with this data
comes the concern of data security and integrity. In this paper we examine the different data issues facing
a cloud environment and discuss a decentralized model using the blockchain framework. Blockchain is
a shared public ledger that grows accordingly to its confirmed transactions and has become notorious
over the past decade for its use of cryptocurrency as well as its key characteristics of decentralization and
data transparency. With these concepts of blockchain we can provide a more secure and reliable cloud
environment.
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1. INTRODUCTION

1.1. Cloud computing. Cloud Computing involves the various services such as data storage and com-
puting power made readily available over the internet [9-12]. In comparison to maintaining the infras-
tructure required to operate a required service, cloud computing provides a convenient alternative
method of just accessing the resources via an internet connection [3]. In turn, companies that host
these cloud services can assign fixed rates or prices that users of the cloud can then pay to access the
amount they use. Both the users and the cloud providers can then benefit from this arrangement since
the amount of resources being used can be determined and thus no resources are being wasted than
what is needed. Typical examples of cloud computing involve email services such as Gmail and data
backups for a smartphone such as iCloud.
Within any cloud service, several service models [4] can be defined:

e Infrastructure as a Service: Hardware and software that can be rented and used for servers,
storage, and networking. Considered as the building block of cloud computing.

e Platform as a Service: Tools and software required to build applications that may involve data-
base management, operating systems, and other development.

e Software as a Service: Applications delivered to the user over the internet without providing
the underlying hardware or software needed to operate the application.

Similarly, several cloud models are also defined in order to meet different solutions:

e Public Cloud: Computing power shared to the public where users can access large amounts of
resources via the internet with the benefit of being able to rapidly scale a service. Typically
used for services that demand various amounts of resources.
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Ficure 1. Cloud Service Model Hierarchy

e Private Cloud: Exclusive to specific users and operates behind a corporate firewall where data
is managed and controlled at a discrete level typically for a specific purpose.

e Hybrid Cloud: Combination of more than one cloud such as public and private cloud where
both its respective services are integrated into one making it ideal for scalability.

e Community Cloud: Infrastructure managed by several providers but belongs to a specific com-
munity. Ideal for managing projects that are shared amongst various individuals.
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Ficure 2. Cloud Deployment Models

1.2. Blockchain. Blockchain is a dynamic list of digital blocks that are stored and linked together
onto a public database using cryptography. Since the blockchain can be accessed and viewed by the
public and is not owned by any central authority, the blockchain can be referred to as a shared public
ledger [2]. These blocks will contain the following:

e Time Stamp: Indicating when the block was generated.

e Main Data: Depending on the application this can vary, but a common example would be a
bitcoin transaction with a digital signature that will ensure the user’s privacy.

e Hash Value: When a block is being added it is assigned a hash value from a cryptographic
algorithm as well as the hash values that point to the block before and after it.
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Every blockchain’s foundation relies heavily on its three properties of decentralization, transparency
and immutability. A blockchain does not store its information in a single location unlike a centralized
server that would store and administer information at a single point. Centralization follows a client-
server model in which queries are being sent to a server for data requests and that data is then sent
back to whoever made a request. With a centralized model you are susceptible to attacks as well as any
crashes or shutdowns. If delicate information is being managed on your server then this can become
a concern when data becomes corrupted or stolen. With a decentralized model we can alleviate this
issue because the information is distributed across many nodes. These nodes are connected to each
other through a peer-to-peer network and everyone has equal claim to data, thus if one node were
to be attacked then it would not affect the overall state of the data [14]. In addition, a decentralized
model can also be more beneficial for speed as you are able to access data from various nodes within a
peer-to-peer network rather than a single node in the centralized model [15].
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FIGURE 4. Centralized VS Decentralized Model

Blockchains are classified as being transparent, meaning that the chain is public and can be viewed
by anyone while still maintaining the security and privacy of the nodes in the network. Although a
person may still be able to view all the transactions, they would not be able to access a block’s personal
information since a block is assigned a hash value from a cryptographic algorithm. This adds a level of
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accountability that cannot be obtained through a centralized model. Immutability is another significant
property that allows a blockchain to be tamper-proof meaning that anything that is entered into the
chain cannot be altered with. If any change were to be made, then it would be reflected in a block’s
hash value when it is validated by other previous blocks in the chain.

1.3. History and uses. Blockchain was first introduced through a cryptocurrency called bitcoin in
2008 through a paper published by Satoshi Nakamoto. Bitcoin is a digital currency that manages trans-
actions of the market where tokens are either bought or sold and then recorded onto the blockchain [1].
Software known as bitcoin wallets relies on the blockchain to determine the balance of a user and
whether they can spend tokens. When a transaction is first initiated it becomes available to everyone
on the network so that it can be verified [7]. Any computer on the network can opt in and decide to
compute a complex mathematical hash to confirm that the requested transaction has a valid hash value
which then can be added to the blockchain. Those who are involved in verifying the transactions are
called miners.
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FIGURE 5. Transaction Process within a Blockchain

Miners are constantly trying to produce a hash value that is equal or below to the target hash they
are solving for. The chances of determining such a value are extremely low, especially when the dif-
ficulty level of a block is changed and determines how often a block can be added to the blockchain.
Regardless, these miners are essential for validating previous transactions which help prevent any du-
plication or tampering. In return, these miners are compensated for their verifications and are rewarded
with bitcoin if they verify a certain amount of transactions and are the first person in the network to
validate those transactions. Any person who participates in the blockchain also receives a copy of the
blockchain thus making it further difficult to tamper with a transaction because they would have to
change every copy of the blockchain on the network.

2. RELATED WORK

For a cloud environment to be implemented within a blockchain framework, the users of the cloud
must be connected to each other via a peer-to-peer network to fulfill the blockchain’s decentralized
model [16]. A pre-existing decentralized cloud storage model called Storj involves data within the
cloud such as files being stored, managed, and processed across the network meaning that everything
that happens to the file would be entered into the blockchain [6]. Each user is responsible for encrypt-
ing their own file and controlling their respective encryption keys that grants them access to their files.
That file is then broken up into chunks of data and is distributed throughout the network by duplicating
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Ficure 6. Example of Bitcoin Architecture

each chuck to ensure redundancy of the blockchain. Those chunks are split up randomly and hashed
numerous times throughout the network. When the user is requesting access to their data, they go
through a blockchain-based hash table where their entire file gets reconstructed from each individual
chunk that is sent from each user in the network. An encryption key is then used by the person who
requested that data and can be used to decrypt the file [5].

When users go to access their data, the chunks of their requested file are compared to make sure that
they are identical and if something is different, that will indicate a manipulation of data which then
results in the user with a different chunk being removed from the network. This ensures a more secure
and stabilized cloud environment rather than a centralized cloud model. Suppose a piece of a file is de-
crypted and exposed to an intruder in the network: They would only have a partial file and wouldn’t be
able to identify who the file belongs to. More than one copy of that data is stored in multiple locations,
so if one node were to fail a user could still access their file elsewhere. The more active nodes there are
in the network, the faster a user can access their data in accordance to a decentralized framework.

An auditing process is also used for nodes holding contents of a file to ensure that they are holding
onto the correct chunk. If they are holding onto the correct chunk of data that they are agreed to hold
onto, they will be compensated for their storage much like how a bitcoin miner is compensated for their
work on confirming the blockchain ledger. The main difference here is that the blockchain is being used
as a storage facility where a user can access their chunks of their file from various users in the network.
The basis of this framework revolves around the blockchain’s key feature of decentralization, but on
its own it is not ideal for a storage center, but rather a ledger of transactions. Thus, for this proposed
framework to be a feasible alternative there must be an underlying layer where the storage of these
files will occur, and the actions of those files be recorded onto the blockchain [8].

3. REsuULTS

3.1. Encryption. Whenever a file is added to the peer-to-peer network it will go through a crypto-
graphic algorithm that assigns it a hash value. If a user wanted to share this file across the cloud,
another user would need the hash value to access it, but this can cause a security concern since anyone
can access and manipulate the file as long as they have the hash value. To prevent this, we need to
implement private and public keys. When created these keys are created in pairs and thus for every
public key there is a corresponding private key. The public key may be known by the public, but the
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Ficure 7. Blockchain Based File-Storage

private key is intended to be only by its respective owner. Thus, if person A now wants to share a file
with person B they would use person B’s public key to encrypt the file. Person B is now the only person,
other than person A, who can view this file through their private key. Any malicious party would not
be able to decrypt the same file because they don’t have person B’s private key. Rather than storing the
large volumes of data associated with these files onto the blockchain, we simply store the hash values
of the respective files onto the blockchain. This way we can combine the file storage on the network
with a public ledger that is able to identify the cloud’s records.

4. CONCLUSION

Blockchain is a shared public ledger that grows accordingly to its confirmed transactions that are
validated by other users in the network. Originally introduced by Satoshi Nakamoto for its main use
of cryptocurrency called Bitcoin [13], blockchain has shown to be a valuable solution for a secure and
reliable environment. When discussing on-demand resources being delivered over the internet through
cloud computing, the issue of data integrity and security arises from a centralized system. In this paper
we discussed the blockchain framework and combined it alongside a cloud environment that uses a
decentralized framework in order to demonstrate the key properties of blockchain that ensures data
immutability, transparency, and security.
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