
 

JOURNAL OF DECISION MAKING AND HEALTHCARE
Volume 3 (2026), No. 2, 123–133
DOI:https://doi.org/10.69829/jdmh-026-0302-ta04 Tulipa Opera Scholarum

SECURITY LOG ANALYSIS OF A HEALTHCARE WEB APPLICATION USING LLM
CLASSIFICATION AND UNSUPERVISED CLUSTERING

CHAWALIT CHANINTONSONGKHLA1,∗, PRASIT WONGSUPA2, AND MOHAMMAD FARID3

1School of Dentistry, University of Phayao, Phayao, Thailand
2Phayao Provincial Public Health Office, Phayao, Thailand

3Department of Mathematics, College of Science, Qassim University, Saudi Arabia

Abstract. Healthcare web applications require periodic security auditing, yet many institutions lack
dedicated security staff to review server logs. This study applied artificial intelligence (AI)-assisted log
auditing to a healthcare web application at a Thai university. A total of 158,720 structured log entries
collected over 163 days across three logging schema iterations were analyzed using two complementary
methods. For threat classification, a large language model (LLM; GPT-5 Nano) classified batches of log
entries along two dimensions (intent and impact) using structured JSON output. For pattern visualiza-
tion, sentence embeddings of the log entries were projected to two dimensions using Uniform Manifold
Approximation and Projection and clustered with Hierarchical Density-Based Spatial Clustering of Ap-
plications with Noise. The analysis identified 26 semantic clusters spanning six categories: attack traffic
(10.4% of entries), security events (1.9%), probing (0.65%), routine operations (23.9%), system maintenance
(3.3%), and mixed (0.9%), with the remaining 59.0% classified as noise. A single-day automated scanning
flood accounted for the majority of attack-related entries. The results suggest that periodic large language
model-assisted auditing can monitor web access patterns in production logs without requiring predefined
signatures, and that embedding-based clustering provides a visual overview of traffic composition and
security posture.
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dings, unsupervised clustering.
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1. Introduction

Healthcare institutions, including dental practices, increasingly deployweb applications with public-
facing interfaces to support patient self-enrollment, appointment scheduling, and service access [1].
Moving these services from internal-only terminals to a public domain enables patients to interact
with the hospital from personal devices, reducing barriers to care access. However, making a healthcare
application reachable from the internet simultaneously exposes it to automated scanning. Internet-wide
scanning tools can survey the entire IPv4 address space inminutes [2], meaning newly deployed servers
are discovered and probed within hours. Healthcare is an attractive target for cybercrime because it
holds valuable data and its defenses are often weak [3]. Security monitoring guidelines such as National
Institute of Standards and Technology (NIST) SP 800-92 [4] recommend regular log review as a core
security practice, yet many healthcare institutions, particularly smaller hospitals and university clinics,
lack dedicated security operations staff to perform this review. Server logs accumulate continuously,
and without periodic auditing, security-relevant events go undetected until a breach occurs.
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Most research on web application security analysis uses synthetic or benchmark datasets. The
HTTP Dataset CSIC 2010 [5], containing approximately 61,000 generated requests, remains the pri-
mary benchmark for web attack detection. The CICIDS2017 dataset [6] provides network-level features
from a controlled testbed. These datasets have enabled methodological advances, but they were created
in laboratory environments and do not capture the mix of legitimate traffic, automated integrations,
and varied attacker sophistication found in production systems.

Large language models offer new approaches to security log analysis. LLMs can process batches of
log entries within their context window, classify threats using structured output formats, and handle
the heterogeneous log schemas common in production systems. Unlike signature-based systems that
require predefined rules, LLMs can identify anomalous patterns based on the semantic content of re-
quest data. Institutions that cannot maintain continuously updated rule sets stand to benefit most from
this approach.

This study applied AI-assisted log auditing to a healthcare web application deployed at a Thai uni-
versity. The system logged application events and HTTP access requests in JSON Lines format over
163 days. Two complementary methods were applied: LLM-based batch classification assigned threat
levels to log entries using a two-dimensional matrix (intent and impact), and sentence embedding with
unsupervised clustering provided visual exploration of the classified entries. The study addresses three
questions: (1) What types of security-relevant events appear in healthcare web application logs, and at
what prevalence? (2) How does embedding-based clustering complement LLM batch classification for
visualizing the threat landscape? (3) What practical considerations arise when deploying AI-assisted
log auditing in data-sensitive healthcare environments?

2. Related Work

2.1. Web application log analysis. Web application security analysis has traditionally relied on rule-
based intrusion detection systems that match known attack signatures against incoming HTTP re-
quests. The HTTP Dataset CSIC 2010 [5] remains the most widely used benchmark, while CICIDS2017
[6] provides a larger-scale benchmark with network-level features. Both datasets were generated in
controlled environments and may not reflect the traffic mix found in production systems. Landauer et
al. [7] surveyed system log clustering for anomaly detection and found that while most studies used
real-world system logs, nearly 60% involved non-reproducible evaluations using private datasets, and
few included confirmed attack scenarios.

2.2. LLMapplications in security. Traditional unsupervised anomaly detectionmethods such as Iso-
lation Forest [8] identify outliers by recursively partitioning feature space, achieving linear time com-
plexity with efficient processing of high-dimensional data. However, these methods require numerical
feature engineering and cannot directly process the semantic content of log messages. Recent work
has explored using large language models for security tasks including vulnerability detection in source
code, malware classification, and log summarization. Guan et al. [9] showed that LLMs can detect
anomalies in system logs by processing the semantic content of log messages, achieving higher detec-
tion accuracy than traditional deep learning approaches after fine-tuning on labeled log data. Modern
LLMs also support structured JSON output schemas, enabling systematic classification with machine-
parseable results rather than free-text responses. The trade-off is computational cost per entry and the
question of whether sensitive log data can be sent to cloud-based API providers, a consideration that
is particularly acute in healthcare settings subject to data protection regulations.

2.3. Healthcare IT security. Healthcare institutions face security challenges compounded by reg-
ulatory requirements, legacy system dependencies, and the operational priority of system availabil-
ity over security hardening. Coventry and Branley [3] identified healthcare as an attractive target
for cybercrime for two reasons: it is a rich source of valuable data and its defenses are historically
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weak. Increased connectivity, including public-facing patient portals and integration with messag-
ing platforms, has expanded the attack surface beyond traditional network perimeters. The Thailand
Personal Data Protection Act (PDPA) and comparable frameworks such as the Health Insurance Porta-
bility and Accountability Act (HIPAA) impose data handling requirements that affect how logs can
be collected, stored, and analyzed, particularly when using cloud-based processing services. Studies
analyzing real healthcare application logs remain scarce, with most healthcare cybersecurity research
addressing network-level intrusion detection or policy frameworks rather than application-layer log
analysis.

The intersection of healthcare log analysis, LLM-based classification, and embedding-based visual-
ization has not been studied. This work addresses that gap by applying two complementary AI-assisted
methods to 163 days of logs from a university healthcare web application.

3. Methods

3.1. Application architecture. The study system is a Django-based dental hospital information sys-
tem deployed on a university virtual private server under a public domain name (dhos.up.ac.th). Prior
to the web deployment, patients interacted with the hospital system only through staff-operated ter-
minals on the local area network. The public deployment provides a memorable domain name rather
than requiring access to internal network addresses (e.g., 10.99.x.x), enabling patient self-enrollment
from personal devices without visiting the hospital in person. A Caddy reverse proxy handles HTTPS
termination and routes requests to the application, which exposes two interfaces with different access
policies (Figure 1).

The public interface serves a patient self-enrollment portal accessible via the internet. Patients au-
thenticate through mobile one-time password (OTP) with SMS verification or institutional single sign-
on. The portal implements automated bot verification (Cloudflare Turnstile), per-IP rate limiting on
authentication endpoints, and phone-number lockout after repeated failed attempts. Through this in-
terface, patients can register, view appointment schedules, and generate service QR codes.

The internal interface provides hospital staff with appointment scheduling, patient record manage-
ment, and departmental queue coordination. Access is restricted to the local area network through
IP-based middleware. Staff authenticate through Django session authentication, Microsoft Entra ID
(OAuth 2.0) for institutional single sign-on, or optional passkey (WebAuthn) support. This interface is
not directly reachable from the internet.

3.2. Data collection. Log data was collected from the production deployment from September 23,
2025 to March 4, 2026 (UTC+7). Two log sources were analyzed: the application event log (app.jsonl,
149,088 entries) and the HTTP access log (access.jsonl, 9,632 entries). Table 1 summarizes the dataset
composition across the three structural periods.

An internal memorandum documenting the scope and data handling procedures was submitted to
the hospital administration prior to analysis. The study analyzed only system-generated server logs.
No patient data, personal health information, or identifiable personal data was collected, and no human
subjects ethics approval was required [10].

3.3. Logging structure and data anonymization. The system generates structured logs in JSON
Lines (JSONL) format through two sources: an application event log recording framework events, au-
thentication actions, and errors; and an HTTP access log recording processed requests with response
metadata.

The application event log contains timestamp (ISO 8601), log level, source module, message text,
client IP address, and authenticated user identifier. The HTTP access log adds request method, URL
path, HTTP status code, username, and user type classification.
The dataset spans three structural periods:
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Figure 1. System architecture of the healthcare web application. The patient portal
(left) receives internet traffic through an HTTPS reverse proxy with automated bot
verification, rate limiting, and OTP authentication. The staff portal (right) is restricted
to the local network. Both interfaces connect to the web application server, which gen-
erates JSONL-formatted structured logs. The audit subsystem (dotted border) operates
as an external process that periodically reads these logs for analysis

Table 1. Dataset composition: log sources, entry counts, and characteristics of the
three structural periods (n = 158, 720)

Period Days Sources Entry Count Schema Notes
P1 18 app 4,907 Initial deployment, app events only, no IP capture
P2 74 app+access 42,117 Separate access logging enabled, stable schema
P3 71 app+access 111,696 Restructured routing, improved IP capture

Total 163 app+access 158,720

Period 1 (September 23 to October 10, 2025): The initial deployment phase. Only the application event
log was active. Authentication details were embedded inline within messages. IP addresses were not
recorded from external clients.
Period 2 (October 11 to December 23, 2025): The HTTP access log was introduced as a separate access
logging source with a stable schema. External IP addresses began to appear in a subset of entries.
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Period 3 (December 24, 2025 to March 4, 2026): A code redeployment restructured URL routing and
moved HTTP request details for authentication events into the application log. IP address capture
improved, and log volume increased relative to earlier periods.

Prior to analysis, sensitive content was removed or anonymized. Period 1 logs containing mobile
OTP codes and phone numbers were excluded. IP addresses were retained for internal analysis but are
reported only as aggregate categories (private subnet, external, localhost) in this publication. Authen-
tication tokens and session identifiers were stripped from all entries.

3.4. LLM batch classification. A standalone audit subsystem periodically retrieves these logs and
classifies entries in batches using LLM API calls with structured JSON response schemas. Each batch
receives a two-dimensional threat classification along intent and impact axes (each scored as none, low,
medium, or high), together with a list of flagged anomalies and a statistical summary.

For each audit run, entries were grouped by source (application event or HTTP access) and processed
in batches within the LLM’s context window. Each batch was sent to the LLM API with a structured
JSON output schema requesting: a list of anomalous entries with descriptions, a two-dimensional threat
classification (intent: none/low/medium/high, impact: none/low/medium/high), and a statistical sum-
mary of the batch.

The LLMwas provided with system context describing the application’s architecture, expected traffic
patterns (patient portal, LINE webhooks, kiosk API, staff management), and the private hospital net-
work environment. This context enabled the model to calibrate threat classifications against the specific
deployment, distinguishing expected automated traffic (health checks, monitoring probes) from gen-
uinely anomalous requests.

The classification used GPT-5 Nano (gpt-5-nano-2025-08-07) with a maximum batch size of 5,000
log entries per API call. A total of 38 batches were processed: 36 for the application event log and 2
for the HTTP access log. Processing consumed approximately 5.9 million prompt tokens and 253,000
completion tokens.

3.5. Sentence embedding and clustering. Each log entry was also encoded into a dense vector rep-
resentation using a sentence embeddingmodel. The embedding inputwas constructed by concatenating
the log level, source module, and message text as “level module message”. Timestamps and IP addresses
were excluded to focus the representation on semantic content.

The all-MiniLM-L6-v2 model, a distilled variant based on the MiniLM architecture [11] and dis-
tributed through the Sentence-Transformers framework [12], was used, producing 384-dimensional
embedding vectors. This model was selected for its small size (approximately 80 MB), local deployabil-
ity, and established performance on semantic textual similarity benchmarks. Running the model locally
avoids transmitting log data to external API providers, a consideration under theThailand Personal Data
Protection Act (PDPA) and similar regulations governing server log data in healthcare environments.

The 384-dimensional embedding vectors were projected to two dimensions using Uniform Mani-
fold Approximation and Projection (UMAP) [13] with a neighborhood size of 15, minimum distance
of 0.1, and cosine distance. Hierarchical Density-Based Spatial Clustering of Applications with Noise
(HDBSCAN) [14] was then applied to the two-dimensional projections with a minimum cluster size
of 1,000 entries and minimum sample count of 10 to identify clusters of semantically similar entries
without specifying a cluster count in advance. The minimum cluster size was set to 1,000 to produce
an interpretable number of clusters from the 158,720 entries. Smaller values produced hundreds of
micro-clusters that were difficult to annotate meaningfully. Clustering quality was assessed using the
silhouette score computed on the clustered entries.

Each cluster identified by HDBSCAN was annotated by examining representative entries and clas-
sifying them based on the dominant request patterns. Clusters were assigned descriptive labels (e.g.,
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“Automated scanning flood”, “External IP access blocks”, “Staff portal page views”). The LLM’s per-
batch anomaly flags served as an independent signal: clusters with high proportions of LLM-flagged
entries were examined first as likely threat categories.

3.6. Computational environment. All analysiswas conducted using Python 3with Sentence - Trans-
formers (v 5.3.0), UMAP-Learn (v 0.5.11), HDBSCAN (v 0.8.41), and Scikit-learn (v 1.8.0). UMAP projec-
tions used a fixed random seed for reproducibility. Sentence embeddings were generated in batches of
512 on a 20-core workstation.

4. Results

4.1. LLM classification overview. The LLM classified 38 batches covering 158,720 log entries across
both log sources. Of the 38 batches, 18 (47%) were flagged as requiring attention based on the two-
dimensional threat classification, while only 2 batches (5%) were classified as containing harmful ac-
tions. The intent axis showed the following distribution at batch level: none (14 batches), low (15),
medium (1), and high (8). The impact axis showed: none (23), low (13), medium (2), and high (0). No
batch received a high impact classification. Because no labeled ground truth existed for this dataset,
these classifications reflect the LLM’s assessment rather than confirmed attack labels.

The LLM identified 96 individual anomalies across all batches, spanning 83 distinct anomaly types.
Themost frequently identified anomaly types were external bot probing (4 occurrences across batches),
HTTP host header manipulation (2), and GraphQL endpoint probing (2). WordPress-related probing
appeared in 5 batches under different labels (login probes, admin panel discovery, path enumeration).
Higher-severity anomalies included Java Naming and Directory Interface (JNDI)/Log4Shell injection
attempts (intent: high), OTP rate limit abuse from an external IP (intent: high, impact: medium), SQL
injection probes targeting authentication endpoints (intent: high), and an external IP authenticating to
the patient portal and browsing internal staff pages (intent: medium, impact: medium).

The access log yielded the highest combined threat classification in the dataset (high intent, medium
impact), while most application log batches received low or no threat classifications.

4.2. Embedding cluster analysis. UniformManifold Approximation and Projection (UMAP) and Hi-
erarchical Density-Based Spatial Clustering of Applications with Noise (HDBSCAN) applied to the
158,720 log entry embeddings produced 26 clusters containing 65,083 entries (41.0%), with the remain-
ing 93,637 entries (59.0%) classified as noise. The silhouette score computed on the 65,083 clustered
entries was 0.428. Cluster sizes ranged from 1,012 to 14,165 entries. The largest cluster (14,165 entries,
8.9%) corresponded to the automated scanning flood, dominated by 404 Not Found responses to probed
paths.

The clusters were grouped into six categories based on manual inspection of representative entries:
attack (2 clusters, 16,546 entries), security (2 clusters, 2,967 entries), probing (1 cluster, 1,025 entries),
operational (17 clusters, 37,968 entries), system maintenance (3 clusters, 5,185 entries), and mixed (1
cluster, 1,392 entries containing both external probes and internal rendering errors). Figure 2 shows
the two-dimensional UMAP projection with clusters colored by category.

4.3. Attack categories. The two attack clusters together accounted for 16,546 entries (10.4% of total
traffic). The larger cluster (14,165 entries) consisted of automated vulnerability scanning producing 404
Not Found responses to paths such as /login, /.env, /index.html, /api/, /wp-admin/, and /test.php. The
smaller cluster (2,381 entries) contained more targeted external probes including requests for /.env files,
WordPress login pages, and JavaScript directories, predominantly from external IP addresses.

Two security clusters contained the application’s defensive responses: unauthorized access attempts
(1,637 entries) from internal users attempting to reach restricted portal sections, and external IP access
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Figure 2. Two-dimensional UMAP projection of 158,720 log entry sentence embed-
dings, colored by HDBSCAN cluster category (26 clusters, silhouette score 0.428). Ar-
rows indicate labeled clusters across six categories: attack, security, probing, opera-
tional, system, and mixed

blocks (1,330 entries) where the IP-based middleware denied requests from non-private addresses. A
probing cluster (1,025 entries) consisted almost entirely of robots.txt requests.

The 17 operational clusters corresponded to the system’s daily activities: staff portal navigation,
record scanner server API calls, QR code processing, instructor approval workflows, student procedure
requests, and patient portal authentication. Three system clusters contained database backup opera-
tions, configuration events, and submission processing. Table 2 summarizes the clusters by category,
with operational and system clusters consolidated into broader groups for readability.

4.4. Log volume and scanning activity. Log volume varied across the three structural periods. Pe-
riod 1 (18 days) produced 4,907 entries, averaging 273 entries per day with only the application event
log active. Period 2 (74 days) produced 42,117 entries (569 per day) after the HTTP access log was
introduced. Period 3 (71 days) produced 111,696 entries (1,573 per day).

The most prominent feature was a scanning event on November 11, 2025, which produced 12,670
total entries (12,552 in the application event log, 118 in the access log), compared to a typical daily
volume of 300 to 500 entries during Period 2 (Figure 3). The scanning activity was concentrated in
a burst lasting approximately 90 minutes during the early morning hours (UTC+7). Of these entries,
12,304 were WARNING-level “Not Found” responses to probed paths including /login, /.env, /static/,
/care/, /graphql, and common web framework endpoints (e.g., WordPress and Apache Struts2). The
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Table 2. Cluster categories identified through HDBSCAN clustering and manual an-
notation (26 clusters from 158,720 entries). Attack, security, and probing clusters are
shown individually. Operational and system clusters are consolidated into broader
groups. IP addresses are masked

Category Cluster Label Count (%) Representative Activity
Attack Automated scanning flood (404 responses) 14,165 (8.9%) 404 responses to probed paths (/login, /.env, /wp-admin)
Attack External vulnerability scanning 2,381 (1.5%) External probes for config files and CMS endpoints
Security Unauthorized access attempts (internal) 1,637 (1.0%) Internal users accessing restricted portal sections
Security External IP access blocks 1,330 (0.8%) IP middleware denied non-private address requests
Probing Robots.txt probing 1,025 (0.6%) Automated robots.txt discovery requests

Operational Staff portal and API operations (6 clusters) 12,932 (8.1%) Staff page views and hospital API calls
Operational Authentication and patient portal (5 clusters) 9,333 (5.9%) Patient login, OTP verification, session management
Operational Clinical and education workflows (4 clusters) 7,282 (4.6%) Scanner processing, instructor approvals, student requests
Operational Browser artifacts and redirects (2 clusters) 8,421 (5.3%) Client-side 404s and route redirects
System Database backups and maintenance (3 clusters) 5,185 (3.3%) Scheduled database snapshots and config events
Mixed Mixed external probes and rendering errors 1,392 (0.9%) Combined external scanning and internal template errors
Noise Unclustered entries 93,637 (59.0%) Diverse semi-unique operational events

range of probed paths included authentication pages, configuration files, content management system
paths, and Java framework endpoints.

Figure 3. Daily log volume across the 163-day study period (158,720 entries). The three
structural periods (P1, P2, P3) are shaded. The November 11, 2025 automated scanning
event (12,670 entries) is annotated

5. Discussion

Rule-based intrusion detection systems require predefined signatures that must be maintained as
new attack patterns emerge. The LLM-based approach used in this study classified log entries based
on the semantic content of requests, identifying patterns such as Java Naming and Directory Interface
(JNDI)/Log4Shell injection attempts and SQL injection probes without requiring specific signatures for
each variant. The LLM also identified contextual anomalies that would be difficult to detect with pat-
tern matching alone. The external IP browsing internal staff pages and the OTP rate limit abuse were
both classified based on the system description provided in the prompt, which allowed the model to
distinguish expected internal traffic from suspicious external access. The absence of any high-impact
classifications across all 38 batches suggests that the application’s layered defenses (bot verification,
rate limiting, IP-based access control) prevented the identified attacks from succeeding. These classifi-
cations are model-dependent and may vary with different LLMs or prompt formulations. Exposing the
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application to the internet for patient self-enrollment introduced measurable security exposure: 10.4%
of all log entries originated from attack traffic, and a single-day scanning event generated more entries
than any typical day of legitimate use. The range of probed paths (authentication pages, configura-
tion files, content management system paths, Java framework endpoints) suggests automated scanning
tools executing predefined lists of common web application attack vectors rather than targeted probing
of this specific application.

The traffic composition of this system differs substantially from commonly used benchmarks. The
CSIC 2010 dataset [5] contains approximately 61,000 requests generated using automated tools against
a single web application. The dataset in this study contains 158,720 entries generated by a production
system servingmultiple client types, including patient mobile browsers, messaging platformwebhooks,
desktop scanner clients, automated health monitoring probes, database backup processes, and external
scanners with differing sophistication levels. The embedding-based clustering represented this hetero-
geneity: 17 of 26 identified clusters corresponded to distinct operational traffic patterns, while only 5
clusters contained security-relevant activity. Methods trained or evaluated on benchmark datasets may
not account for this ratio, particularly the volume of legitimate automated traffic (hospital API polling,
scanner integrations, backup snapshots) that can superficially resemble scanning activity.

The 59% noise rate in HDBSCAN clustering reflects the diversity of log messages in a production sys-
tem, where many entries are semi-unique operational events that do not form dense semantic groups.
HDBSCAN labels entries outside dense regions as noise by design [14]. The clustered 41% contains the
most repetitive patterns in the data, and the silhouette score of 0.428 indicates that these clusters are
moderately well separated in the UMAP projection. For practical purposes, even a moderate silhouette
score is sufficient when the goal is visual exploration and category-level summarization rather than
precise entry-level classification.

The approach uses a two-stage design that balances classification capability with data protection
requirements. For the classification stage, a cloud-based LLM API (GPT-5 Nano) processed all 158,720
entries in 38 batches consuming approximately 40 minutes, providing batch-level threat assessments
without requiring predefined rules. For the exploration stage, a locally deployable embedding model
(all-MiniLM-L6-v2, 384 dimensions) generated sentence embeddings entirely on local hardware, avoid-
ing transmission of raw log data to external providers. This local processing aligns with the Thailand
Personal Data Protection Act and similar regulations governing healthcare data. The combination of
periodic cloud-based classification with local embedding-based visualization could serve as a founda-
tion for automated auditing systems in healthcare institutions, where security review is necessary but
dedicated security staff may not be available. Whether security research analyzing system-generated
log data requires institutional ethics review remains context-dependent [10]. Macnish and van der Ham
[15] argued that current governance mechanisms for cybersecurity research ethics are inadequate, and
a review of 1,154 top-tier security papers found ethics reporting practices remain inconsistent across
the field [16].

The three structural periods in the dataset illustrate a practical challenge for longitudinal log analysis:
logging infrastructure itself evolves alongside the application it monitors. The transition from single-
source logging (Period 1) to dual-source logging with improved IP capture (Period 3) affected which
analyses could be performed on which portions of the data. Systems deploying AI-assisted auditing
should anticipate schema evolution and design their analysis pipelines to accommodate format changes
across time.

For healthcare institutions without dedicated security operations centers, periodic AI-assisted au-
diting offers a practical middle ground between no monitoring and continuous real-time analysis. The
batch processing model used here, where accumulated logs are audited at regular intervals, aligns with
the resource constraints of smaller institutions. The embedding-based visualization (Figure 2) provides
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a compact overview of the security landscape that non-specialist administrators can use to prioritize re-
view: attack-related clusters can be identified visually and investigated first, while routine operational
clusters require no immediate action. Institutions adopting this approach should consider the trade-off
between audit frequency and detection latency. Daily audits would detect scanning events within 24
hours, while weekly or monthly schedules increase the gap between occurrence and detection. Sup-
plementary real-time alerting for volume anomalies would complement periodic batch auditing and
reduce this latency.

6. Limitations

This study analyzed logs from a single institution and application, limiting generalizability to other
healthcare settings. The LLM classification and embedding-based clustering were used primarily for
exploration and visualization of log patterns rather than as a validated detection system. No labeled
ground truth exists for this dataset, so the classifications and cluster annotations represent the LLM’s
assessment rather than confirmed security labels. The LLM classification depends on the specific model
and prompt used, and different configurations may produce different results. Validating these methods
against labeled datasets and alternative approaches remains outside the scope of this exploratory study
but would strengthen future implementations.

7. Conclusion

LLM batch classification and embedding-based clustering applied to log entries from a healthcare
web application identified semantic clusters spanning attack, security, probing, operational, and sys-
tem categories, with attack-related traffic accounting for 10.4% of all entries. The two-stage design
combines periodic cloud-based LLM classification with locally deployable sentence embedding, keep-
ing raw log data on local infrastructure while providing both threat assessment and visual exploration
of traffic patterns. This approach offers a practical complement to rule-based monitoring for healthcare
institutions without dedicated security staff, and could serve as a foundation for automated auditing
systems in similar settings. Future work should validate the approach across multiple institutions and
investigate integration with real-time alerting to reduce detection latency.
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